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Faster Payments Fraud

Managing Account Opening Risks and
Screening Inbound Transactions
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o Synthetic Identity fraud and how it occurs

o How criminals utilize these synthetic accounts / money
mules and faster payments to facilitate fraud

o Examine leading practices to help everyone in the
iIndustry prevent, detect & mitigate these risks
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What is Synthetic Identity Fraud?

The use of a combination of
personally identifiable information
to fabricate a person or entity in
order to commit a dishonest act
for personal or financial gain

Different from conventional
identity theft — implied identity not
typically associated with a real
person

Three methods of creation:
o Fabrication
o Manipulation
o Compilation

NAME
DOB

SSN 012 34 5678

PASSPORT

‘ BIRTH CERTIFICATE



Evolution of Synthetic Identity Fraud

Unsecured credit /
Credit card bust
outs

New and existing
identities used for
pandemic relief and
unemployment
benefits

Accounts matured to
Increase credit lines
and expand to loan

products

Accounts used as
money mules to move
proceeds from
criminal activity
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What are some of the recent trends in
synthetic identity fraud?
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What is the industry response to
synthetic identity fraud and what are
the areas for improvement?
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How does synthetic identity GG
fraud Impact real time
payments?

* For processors?
e For banks?
e FOor consumers? 2023 FALL
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What technologies are available to
combat synthetic identity fraud?
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Technologies to Combat Synthetic Identity Fraud

Essential Components of Technology to help fight synthetic identity fraud

ID Verification & Authentication

Robust intelligent behavior base identity
recognition and authentication that uses
device, telecom, session, and consortium
data integrated with a dynamic multi-
faceted authentication suite

Data & Reporting Platform
Automated regulatory reporting with
templated and ad-hoc reporting, data
extraction and native Bl or
integration capability

Reporting

Fraud Scoring & Transaction
Monitoring

o Integrated Fraud scoring, and
E monitoring platform that combines
. S rules, machine learning and API
Centralized 7 orchestration that provides human
Decision readable scores for transactions
Platform

Case & Workflow Management

Case Dynamic Case Management platform with
Management Queue management, workflow design, link
analysis and feedback loop

September 28, 2023 11



Thank youl!




	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11: Technologies to Combat Synthetic Identity Fraud
	Slide 12

